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Disclaimers

e | am not a legal professional nor
gualified to give legal advice, so
check with your company’s legal
counsel before acting on any
suggestions | offer in this session.

e Chinese Artists



e Plaintiff: The party who initiates a
awsuit

e Defendant: The party against whom a
awsuit is initiated

e Discovery: The process by which one
party requests information from the
other that may contain evidence
relevant to the case




The Discovery Process ﬁ

e Before Computers e After Computers

— Typewritten Memos — Word Processors

— Carbon Copies of — Complete Spending
Credit Card Purchases Histories

— Phone Bills — Phone Bills (online)

— Other Written Records — Other Electronic

Records



e As technology advanced, so did the
amount of information that was stored
electronically:

— Corporate Accounting Systems

— Corporate Email Systems

— Corporate Payroll Systems

— Other Enterprise-wide Data Systems




The Discovery Process

e Enter Personal Computers

— A PC at the Office, a PC at Home and a
Laptop for the Road

—Word Processors and Spreadsheets
— Personal Accounting Software
— Other Personal Data Systems



The Discovery Process

e Enter the Internet
— Email Explodes!
— Corporate and Personal Websites
—Web-based Software

- Web 2.0, Online Communities, and More
e FaceBook
e MySpace
® YouTube



— Cell Phones

— Cell Phones with Cameras

— Cell Phones with PDAs and Cameras
— Personal Music and Video Players

— Other Personal Data Devices




e ESI Is any information that Is stored or
manipulated in an electronic device

* From one photograph in a cell phone...

e .to an entire airline reservation
database

e All are considered “ESI” in the
discovery process
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e Since 1938, the US Legal System had
~ederal Rules for the Discovery
Process

e Updated Periodically
* Inadequate Provisions to Deal with ESI




After four years of
revision and review,
new eDiscovery rules
were Issued In
December 2006

www.legalpub.com



The New DiscoveryRules Hl H

e Includes a broader definition of ESI
- Old: “documents”
— New: “...stored in any medium”

e How and in what form ESI should be
produced



e A new, more proactive role attorneys
must take In understanding a client’s
entire ESI

e \What companies should do in the
normal course of business (that is,
before a legal action is initiated)...

® or risk fines or other legal sanctions



e Attorneys must be able to discuss all

of a

company’s ESI at the beginning

of litigation.
® This includes

- W
- W
-W

nat ESI a company has
nere it Is located

nen and how It Is destroyed, etc.

e Where do you think the attorneys will
get this information?
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e When litigation iIs Initiated against a
company, a “litigation hold” is iIssued
Instructing the company not to destroy
any information (printed or electronic)
that might contain evidence relevant to
the case.

e Even If a litigation hold was not received,
a company is obligated to preserve
potential evidence if it should have known
of pending litigation.



e |[f acompany does not preserve
potential evidence, it can be subject to
sanctions.

e Before a company can preserve
potential evidence, it has to know what
to preserve.

® This is especially true with ESI due to
the sheer volume of data most
companies create or use daily.



i 55822 ik

e But what happens if ESI Is destroyed
before the litigation hold is received?

e That depends—was It destroyed Iin the

normal course of business?

— A company uses seven backup tapes (one per
day) and a litigation hold is received on day 10

— A cell phone stores only x number of text
messages

— A caller ID box only hold the last x calls received
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e The new rules address such situations.

e However, the burden falls upon the
company producing the ESI to show
that data was lost through the normal
course of business.

e How can a company do that?
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® The new rules also provide a method
for dealing with:
— Overly Burdensome Discovery Requests
— Trade Secrets and Intellectual Property

® In order to not produce information
during discovery, a company must be
prepared to state (at the beginning of
the discovery process) what ESI they
have and why it Is overly burdensome
to produce it.



What to Do?

* |[n order to be fully prepared, a company
should have the following documentation
In place before litigation Is initiated:

— Formal document retention policies
(printed and electronic)

— Formal policies procedures and on what to
do when a litigation hold is received

— A complete, enterprise-wide inventory of
all ESl used in the company



What to Do?

* \Who better to spearhead that effort
than a technical writer?

e \What an opportunity to expand your:
— Visibility
— Sphere of Influence
— Corporate Value

® There’s nothing better than having

prevented a multi-million dollar lawsuit
come annual review (and raise!) time.



What to Do?
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Technical Communicators

and the New Federal
-Discovery Rules

Br |ack MoLsan, Associate Fellow, and JOHNETTE HasseLL

en o lawsit is brought
ogminst o company or
indii dual in the United
States, the 1.3, legal sy
tem requires the defendant to produce
informaten that the plintf believes
might be relevant to the daims in the
case. For exnmple, there have been nu-
meraus igh-profile cases in the media
aver the pest year in which corporate
executives were mispected of insder
trading. In such cmes, the phintiffs
sibpoenaed copies of correspondence
sent or receivad by the executivesin the
menthe prior to the event to determine
whether they contined evidence that
the executives did indeed have insider
information and acted on it illegally.

The processby which plaintifs request
a1ch information and defendants pro-
duce for refuse to produce] it is called
discovery. Each side is smid to produce
{that is, deliver) material in responss to
the other's discovery requests.

The U5 legal system providesa set of
rules that governs how the discovery pro-
cess should be conducted. This article
discusses revisions o the federl discov-
ey rules that went into effect December
1. 2096, and how they provide techni-
cal commumnicators an unprecedented
opportmity to expand their sphere of
influence.

Please note: We are not legal profes
sicmals, nor are we qualified to give le-
gal advice. While this article offers alay
interpretation of 1.8, discovery rules
and suggests actions vou @n ke, vou
should check with your company’s legal
team and work with them to help ensure
that your company & prepared.
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The Old Discovery Rules

For hundreds—if not thousands—af
yenrs, “discoverable” information was
precty much limited to written records
such as letters, memas, mceipts, and so
forth. The media on which informat on
was recorded may have evolved from
clay tablets to papyrus to office paper,
but the content was sill writies (initially
byhand, and later alss printed).

The invention of computers, hove
ever, mdically changed how informa-
tiom was stored and transmitted. Instead
of intercffice memos, we send e-mails.
Spreadsheets hove replaced paper
accounting  ledgers.  Customer  and
relationship management systems, en-
terpriseside accounting and finance
spstems, and other complex data stor-
age and retrieval spstems have replaced
shocbeses stuffed with smudged and
deogenred index cards.

With the amival of the informaton
age, the ald discovery niles needed to
beupdated.

The Mew Discavery Rules

Since 1958, the U5, legal system has
provided riles far the discovery process.
These niles smammed information wes
produced {delivered) on paper. Several
revisonswere made over the years—the
latest in H00—vet the mules stll con-
tained inadequate provisions for the
differences between paperbased and

main areas of interest to technical

communicators:

* A new, proactive role attoreys must
ke inunderstanding a client's entire
Es

* Howand in what form ES1 should be

produced

What companies should doin the nor-

mal course of business (that is, by a

legal action is initited) to mvaid the

risks of fines ar other legal sanctions

Types of ESI
The new discovery rules address many

types of ESL, some of which spring im-

mediately to mind:

# Exmail {and eamail aktachments)

* MS Offie files

# Files published to PDF or HTML

* MS Ouatlock calen dars

* Software source files

* Documentation source files

* Web site source files

Other types of EST that might notim-

mediately come to mind indude the

fellowing:

* Digital mudin files (msic, personal
and corparate voice mail, ctc.)

* Digital phoics

* Digiml videa

* Web site memdata (accmssbility mgs,
search engine tags, =ic.)

* Document metadata (revision histo-

electronically stored information (ESI).
In 2006, after a fouryear process, the
11.5. feder] court system created and
published new mules aimed specifically
at managing the discovery of ESL

The new discovery niles cover thres

inkeTcom

ries, d properties and statis-
tics, ctc.)

* Intemet browser fles such as “favor-
ite" URLs, search histories, and Web
dte cookies

* Instant message “buddy lists®

* Saved ins@nt or text messages
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+ Omline purc hase histarics
+ Backup tapes, e-mail archives, etc.

While the examples of information
stored in @ personal or mainfmme
computer are dearly ESL, kesp in mind
that El is also found in devices such o
cell phoncs, iPads™, Hlackberics, and
PDds. It i interesting to note that while
the new e-Discovery mules address hone
ithat is, in what form) ESI should be
produced, they denot define oridentify
what exactly should be retained.

What types of informaticn are gored
clectronically at yeurcompanyt

ESI Retention and Destruction

In many lawsuits, the plaintif requests
copies of ESI that it believes might con-
tain information relevant to the claims
in the cose, but the defendant clxims
the ESI has been deleted or overwrit-
ten or is otherwise inaccessible. The old
discovery rules contained no guiddines
about when companies could destroy
ESI {such as rewsing backup tapes, de-
leting email archives, and sa on); &=
a result, defendants often would sy,
“Sarry, we deleted that,” while plai nriffs
asked forall the ESI that the defendant
stored anywhere. This omissicon in the e
Driscomery rules led to accusations of will
ful destruction of evidence by plainrfs
and complaints of "overly burdens cme”
ESI production requests by defendants

While the new e-Discovery rules do
not specifically say companies "should®
or *must” do anything, they do provide
sanctions if a company cannot demon-
stmte that E31 was destroved or other
wise became inaccesible in the course
of normal business prctices jas opposad
to being purposcly destroyed because it
was petentially incriminating).

We believe that if a laweuit is fled
aguins o company and the plaintf re-
quests copies of ESI that is no longer ac-
cessitle, the cnly way the company can
show that ESI was destroped in the nor-
mal course of bus ness is to have formal
ESI retenticn policies that specify pre-
cisely what information is saved, the for-
matin which itis smved, where it resides,
how long it is maint@ined. and how and
when it can be destroyed.

We also advise that in order to ersure

new rules are
ady in place.

compliance with their own ESI reten-
tion policies, companies should spot
check or audit affected departments at
regular intervals

Mote: While this article addresses ESI,
companies can also have retention and
destruction palicies in place for paper-
besed documents. Check with your
company’s legal s=ff about how vou
might help ensure that your company is
prepared.

ES1 Production

Under the old rules, the plaintiffs at-
tomey could, during the discovery pra-
cess, nsk what data the other side stored
electronically, then wait to see what ES]
(if any) the defendunt would identify.
This would often ke menths—and
longer if the defendant was intention-
ally tryving to dre out the process

For example, we wem imohed in
a hitandrun pesonal injury case in
which the plaintff suspected that the
defendant, a trucking company, had
dlobal positioning system (GPS) naviga-
tion data in its mainframe that would
identify and place one of its trucks at
the scene of the accident. Requests for
the defendant to identifs what GBS and
vehicle data it tracked were refised: the
defendant claimed that no sach data
were sved for mere than o few daps
This claim conflicted with testimeny
from witnesses who swore that they had
seen GPS data that had been stored for
months, if not pears.

When the plaintff asked the truck-
ing company to produce a copy of its
datmbase, the defendant protested that
the request to produce that much data
s "unressonable” and “overty burden-
some.” and that it wasn't about ta allow
the plaintff to conduct a “fishing trip”
through its data. A judge fnally crdered
the defendant’s computer experts to
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meet with the phintiffs cxperts and to
answer the plaintiff's questions about
how and where GFS data were stored.
But it tock months and many hours of
the pluintffs attorn ey's time just to get
that far.

The new eDiscovery miles, which in-
clude provisions on how ESI should be
produced, could have prevented mich
delaying mcrics. Had these milesbeen in
effect, the defendant’s attorney would
have besn required to disouss what EST
was mailable at the start of the discov-
ery proces. The defendant might have
been mnctioned for desroping evi-
dence, and the jury {had the case gone
to trial) given instructions to construe
the mising dam as evidence harmful to
the defendant.

The new discovery rules also stipulate
that ESI mast be produced in the for-
mat in which it was criginally created
or in seme other form that does not
degrade the usefulness of the evidence
to the requesting party. In one case in
which we were imvohed, o party sub-
poenaed the other party's emails on
the matter The other party complisd
by grinting every e-mail for each person
in question, scanning each e-mail into
a bitmap image, and then dropping the
scanned images into individual PDF
files fone per pagel ), an act that made
the e-mails virnmlly impossible to search
short of opening and ewding each indi-
vidual page (optical character recogmi-
fon software proved ineffective). And
the company produced shonsseds of
aach files.

Such obstructionist practices are pro-
hibited under the new rules.

Is vour company considering migrat-
ing legacy decuments to a new auther
ing tool ar environments If 50, be sure
te keep copics of the files in their crigi-
nal formats as well a8 the tools that can
process them: you may well be asked to
prosduce the filesin the original format

Also remember to archive any Tkeys"
or hardware devices required to run the
autharing tools, the original hardware
beingused ta create backup mpes (pes
are seldom readable by newer medels),
and so forth.

These federmal miles are already in
place. Is your company prepared?
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What to Do?

e The handout includes 23 steps you can
follow to kick off and produce such a project:
— Get buy-in from upper management.

— Create a “SWAT"” team from tech comm and other
departments.

— Create the company-wide ESI inventory.
— Create the ESI retention policies and procedures.

— Have the documents approved by appropriate
levels of management, legal counsel.

— Issue broadly.
— Periodically test for compliance.



The handout information is available in “ Technical
Communicators and the New Federal e-Discovery

Rules,” |

The new
at www.

The boo

ntercom, April 2007

e-Discovery rules are available at no cost
aw.cornell.edu/rules/frcp/

K The New E-Discovery Rules can be

obtained
“Hidden

for $15.00 at www.legalpub.com
Information for All to See,” Intercom,

February 2005

Addition

al articles on computer forensics and

e-Discovery at |
www.ElectronicEvidenceRetrieval.com



Contact Me

jmolisani@ElectronicEvidenceRetrieval.com

www.ElectronicEvidenceRetrieval.com
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Technical Communicators
and the New Federal
-Discovery Rules

By Jack Mouisani, Associate Fellow, and JOHNETTE HASSELL

en a lawsuit is brought
against a company or
individual in the United
States, the U.S. legal sys-
tem requires the defendant to produce
information that the plaintiff believes
might be relevant to the claims in the
case. For example, there have been nu-
merous high-profile cases in the media
over the past year in which corporate
executives were suspected of insider
trading. In such cases, the plaintiffs
subpoenaed copies of correspondence
sent or received by the executives in the
months prior to the event to determine
whether they contained evidence that
the executives did indeed have insider
information and acted on it illegally.

The process bywhich plaintiffs request
such information and defendants pro-
duce (or refuse to produce) it is called
discovery. Each side is said to produce
(that is, deliver) material in response to
the other’s discovery requests.

The U.S. legal system provides a set of
rules that governs how the discovery pro-
cess should be conducted. This article
discusses revisions to the federal discov-
ery rules that went into effect December
1, 2006, and how they provide techni-
cal communicators an unprecedented
opportunity to expand their sphere of
influence.

Please note: We are not legal profes-
sionals, nor are we qualified to give le-
gal advice. While this article offers a lay
interpretation of U.S. discovery rules
and suggests actions you can take, you
should check with your company’s legal
team and work with them to help ensure
that your company is prepared.
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The Old Discovery Rules

For hundreds—if not thousands—of
years, “discoverable” information was
pretty much limited to written records
such as letters, memos, receipts, and so
forth. The media on which information
was recorded may have evolved from
clay tablets to papyrus to office paper,
but the content was still written (initially
by hand, and later also printed).

The invention of computers, how-
ever, radically changed how informa-
tion was stored and transmitted. Instead
of interoffice memos, we send e-mails.
replaced paper

Customer and

have
ledgers.

relationship management systems, en-

Spreadsheets
accounting

terprise-wide accounting and finance
systems, and other complex data stor-
age and retrieval systems have replaced
shoeboxes stuffed with smudged and
dog-eared index cards.

With the arrival of the information
age, the old discovery rules needed to
be updated.

The New Discovery Rules

Since 1938, the U.S. legal system has
provided rules for the discovery process.
These rules assumed information was
produced (delivered) on paper. Several
revisions were made over the years—the
latest in 2000—yet the rules still con-
tained inadequate provisions for the
differences between paper-based and
electronically stored information (ESI).
In 2006, after a fouryear process, the
U.S. federal court system created and
published new rules aimed specifically
at managing the discovery of ESI.

The new discovery rules cover three

intercom

main areas of interest to technical

communicators:

® A new, proactive role attorneys must
take in understanding a client’s entire
ESI

e How and in what form ESI should be
produced

® What companies should do in the nor-
mal course of business (that is, before a
legal action is initiated) to avoid the
risk of fines or other legal sanctions

Types of ESI
The new discovery rules address many
types of ESI, some of which spring im-
mediately to mind:
E-mail (and e-mail attachments)
MS Office files
Files published to PDF or HTML
MS Outlook calendars
Software source files
Documentation source files

Web site source files

Other types of ESI that might not im-
mediately come to mind include the
following:

e Digital audio files (music, personal
and corporate voice mail, etc.)

e Digital photos

e Digital video

Web site metadata (accessibility tags,

search engine tags, etc.)

e Document metadata (revision histo-
ries, document properties and statis-
tics, etc.)

e Internet browser files such as “favor-
ite” URLs, search histories, and Web
site cookies

e Instant message “buddy lists”

e Saved instant or text messages

13
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e Online purchase histories
e Backup tapes, e-mail archives, etc.

While the examples of information
stored in a personal or mainframe
computer are clearly ESI, keep in mind
that ESI is also found in devices such as
cell phones, iPods™, Blackberries, and
PDAs. It is interesting to note that while
the new e-Discovery rules address how
(that is, in what form) ESI should be
produced, they do not define or identify
what exactly should be retained.

What types of information are stored
electronically at your company?

ESI Retention and Destruction

In many lawsuits, the plaintiff requests
copies of ESI that it believes might con-
tain information relevant to the claims
in the case, but the defendant claims
the ESI has been deleted or overwrit-
ten or is otherwise inaccessible. The old
discovery rules contained no guidelines
about when companies could destroy
ESI (such as reusing backup tapes, de-
leting e-mail archives, and so on); as
a result, defendants often would say,
“Sorry, we deleted that,” while plaintiffs
asked for all the ESI that the defendant
stored anywhere. This omission in the e-
Discovery rules led to accusations of will-
ful destruction of evidence by plaintiffs
and complaints of “overly burdensome”
ESI production requests by defendants.

While the new e-Discovery rules do
not specifically say companies “should”
or “must” do anything, they do provide
sanctions if a company cannot demon-
strate that ESI was destroyed or other-
wise became inaccessible in the course
of normal business practices (as opposed
to being purposely destroyed because it
was potentially incriminating).

We believe that if a lawsuit is filed
against a company and the plaintiff re-
quests copies of ESI that is no longer ac-
cessible, the only way the company can
show that ESI was destroyed in the nor-
mal course of business is to have formal
ESI retention policies that specify pre-
cisely what information is saved, the for-
mat in which it is saved, where it resides,
how long it is maintained, and how and
when it can be destroyed.

We also advise that in order to ensure

new rules are
ady in place.
I company

compliance with their own ESI reten-
tion policies, companies should spot
check or audit affected departments at
regular intervals.

Note: While this article addresses ESI,
companies can also have retention and
destruction policies in place for paper-
based documents. Check with your
company’s legal staff about how you
might help ensure that your company is
prepared.

ESI Production

Under the old rules, the plaintiff’s at-
torney could, during the discovery pro-
cess, ask what data the other side stored
electronically, then wait to see what ESI
(if any) the defendant would identify.
This would often take months—and
longer if the defendant was intention-
ally trying to draw out the process.

For example, we were involved in
a hitand-run personal injury case in
which the plaintiff suspected that the
defendant, a trucking company, had
global positioning system (GPS) naviga-
tion data in its mainframe that would
identify and place one of its trucks at
the scene of the accident. Requests for
the defendant to identify what GPS and
vehicle data it tracked were refused; the
defendant claimed that no such data
were saved for more than a few days.
This claim conflicted with testimony
from witnesses who swore that they had
seen GPS data that had been stored for
months, if not years.

When the plaintiff asked the truck-
ing company to produce a copy of its
database, the defendant protested that
the request to produce that much data
was “unreasonable” and “overly burden-
some,” and that it wasn’t about to allow
the plaintiff to conduct a “fishing trip”
through its data. A judge finally ordered
the defendant’s computer experts to

intercom

meet with the plaintiff’s experts and to
answer the plaintiff’s questions about
how and where GPS data were stored.
But it took months and many hours of
the plaintiff’s attorney’s time just to get
that far.

The new e-Discovery rules, which in-
clude provisions on how ESI should be
produced, could have prevented such
delaying tactics. Had these rules been in
effect, the defendant’s attorney would
have been required to discuss what ESI
was available at the start of the discov-
ery process. The defendant might have
been sanctioned for destroying evi-
dence, and the jury (had the case gone
to trial) given instructions to construe
the missing data as evidence harmful to
the defendant.

The new discovery rules also stipulate
that ESI must be produced in the for-
mat in which it was originally created
or in some other form that does not
degrade the usefulness of the evidence
to the requesting party. In one case in
which we were involved, a party sub-
poenaed the other party’s e-mails on
the matter. The other party complied
by printing every e-mail for each person
in question, scanning each e-mail into
a bitmap image, and then dropping the
scanned images into individual PDF
files (one per page!), an act that made
the e-mails virtually impossible to search
short of opening and reading each indi-
vidual page (optical character recogni-
tion software proved ineffective). And
the company produced thousands of
such files.

Such obstructionist practices are pro-
hibited under the new rules.

Is your company considering migrat-
ing legacy documents to a new author-
ing tool or environment? If so, be sure
to keep copies of the files in their origi-
nal formats as well as the tools that can
process them; you may well be asked to
produce the files in the original format.

Also remember to archive any “keys”
or hardware devices required to run the
authoring tools, the original hardware
being used to create backup tapes (tapes
are seldom readable by newer models),
and so forth.

These federal rules are already in
place. Is your company prepared?

April 2007



What You Can Do

The new discovery rules contain other
provisions—for example, rules dealing
with unreasonable discovery requests
and safeguarding a company’s trade se-
crets—but the preceding information
highlights the provisions most critical to
businesses.

So what does all this mean to you, the
technical communicator? Plenty!

First, you should be aware of the new
e-Discovery rules so that you can comply
with your company’s document reten-
tion policies. Next, if your company is
not aware of the new e-Discovery rules,
you may need to write requisite policies
or even spearhead your company’s ef-
forts to prepare.

The following are some steps you
might take to capitalize on this opportu-
nity to increase your value and sphere of
influence. Check with your company’s
legal team to see which are applicable
to your situation.

1. Familiarize yourself with the new
e-Discovery rules (see Suggested
Readings at the end of this article).

2. Take a copy of this article to your
company’s legal counsel and see if
anyone is preparing your company
to comply with the new rules.

3. Offer to spearhead the effort to pre-
pare your company.

4. If counsel accepts your offer, explain
the situation to your boss and get his
or her approval as well.

5. Working with your company’s attor-
ney, put together a high-level pre-
sentation on the new e-Discovery
rules. Brief your company’s manage-
ment, starting with your boss and
working your way up the organiza-
tional chart as far as needed to get
buy-in from stakeholders. The pre-
sentation should include a summa-
ry of the new e-Discovery rules and
the liabilities that can result if your
company is not prepared; the ac-
tions all companies need to take to
prepare; a request for the resources
needed to research what it will take
to prepare your company; and a re-
quest to be formally appointed as
the project manager for the project.
Note: Do not fall into the trap of giv-

April 2007

ing an estimate off the top of your
head. Just as you should create a
document plan for a complex docu-
mentation project prior to giving a
firm estimate, you should research
how much ESI your company has
before estimating how long it will
take to inventory and document it.
If additional resources are needed
from outside the company, contact
a technical staffing company for
temporary resources, or outsource
the whole project to a company that
provides e-Discovery support.

6. Create a plan for the project. (If you
are new or expanding into project
management, ask a more senior
project manager to mentor you.)

7. Issue (or draft for someone else to
issue) an announcement instructing
everyone in the company to cease
destroying ESI (as much as practi-
cal) until new ESI and document
retention policies can be issued.

8. Organize an internal “SWAT team”
to identify the areas of the company
that contain ESI. The size of the
team will depend on the size of your
company. If you work for a small
company, your team may not be
much more than you and someone
from IT, while larger companies
may require representatives from
various departments. In either case,
be sure to include your company’s
legal counsel on the team. Keep the
legal counsel in the loop as you pro-
ceed, and ask for clarification about
the e-Discovery rules as needed.

9. Begin creating an inventory of all
types of ESI at your company. (See
Suggested Readings for links to sites
containing sample retention policy
and information-gathering forms.)
If possible, record how the ESI was
created and has been modified or
destroyed, as well as any extant poli-
cies governing its destruction.

10. Compile the various sublists into
a master inventory document and
have the SWAT team review it for
completeness.

11. For any type of identified ESI that
does not have an extant retention
and destruction policy, have some-
one in the department/division

intercom
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who “owns” the data determine
what the retention and destruc-
tion policies for that ESI should be.
Note: It is likely that many stake-
holders will be involved at this point,
each with a different opinion on
which ESI should be retained and
for how long. Consider this another
opportunity to expand your sphere
of influence and practice your con-
flict management and workplace
negotiation skills!

12. Have your corporate attorney ap-
prove the format you will be using
for the final ESI inventory and re-
tention and destruction policies.

13. Also have your corporate attorney
identify what other information you
should be collecting. For example,
the new e-Discovery rules state that
the company may not have to pro-
duce ESI if doing so would be “too
burdensome.” However, you should
be prepared to present a precom-
piled list of ESI “too burdensome
to produce” at the scheduling con-
ference (a preliminary conference
for setting deadlines and discussion
of legal and factual issues). Consult
your company’s attorney to deter-
mine what would be considered un-
reasonable for your company, what
other information you should or
should not record, and so on.

14. Keep accurate records of your contri-
butions as you proceed through this
effort. You’ll want written records
to show how your company became
prepared, and you’ll certainly want
management to appreciate what a
monumental task you've pulled off
when it comes time for your annual
review and pay raise!

15. If possible, enlist one or more addi-
tional technical communicators to
draft or review the policy and pro-
cedures to ensure that they are well
written, understandable, measur-
able, and maintainable.

16. Once you have completed a draft of
the ESI inventory and correspond-
ing retention and destruction poli-
cies and procedures (and policies
for paper-based documents if your
company needs those as well), gath-
er as many members of your com-
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pany’s legal team as applicable (both internal and external
counsel) and brief them on how you’ve prepared.

17. Once the ESIinventory and retention/destruction policies have
been written, create a policy and procedure for auditing them
on a regular basis. (Again, consult your company attorney for
what would be considered “regular” for your situation.)

18. Get an appropriate (senior) company official to approve and
sign the ESI inventory, retention/destruction, and audit poli-
cies and procedures.

19. Following approval, issue formal policies and procedures for
each specific area of your company, as well as those that apply
companywide (for example, the policy covering the archival
and deletion of e-mails and voice mails).

20. Coordinate with your human resources department so that the
policies and procedures are incorporated into new employee ori-
entations and trainings.

21. Ensure that procedures are in place to maintain the ESI inven-
tory documents and to audit them as required.

22. Conduct a postmortem on how the project went, turn over
the maintenance phase to another member of the team (an
assistant you’ve been mentoring for just that purpose?), and
then look for another high-visibility project in the company
with which to assist.

23. Oh, and remember to ask for a raise come annual review time! @

SUGGESTED READINGS

The new e-Discovery rules are available at no cost at www.law.cornell.

edu/rules/frcp.

A copy of the book The New I-Discovery Rules, which includes excerpts
from the September 2005 Report of the Committee on Rules and
Practice & Procedure and the May 2005 Report of the Civil Rules
Advisory Committee, can be obtained for $15 at wwuw.legalpub.com.

Molisani, Jack. “Hidden Information for All to See.” Intercom,
February 2005.

Visit wwuw.ElectronicEvidenceRetrieval.com for additional articles
and resources on the topics of the new rules and computer foren-
sics, including several sample document retention policies.

Jack Molisani has a degree in computer engineering from Tulane University
in New Orleans and more than twenty years’ experience in the computer and
software industries. He provides e-Discovery training for Electronic Evidence
Retrieval, LLC, when heis not running ProSpring Technical Staffing (www.
ProspringStaffing.com). He also produces LavaCon, the annual conference
Jfor advanced technical communication professionals (www.lavacon.org).

Dr. Johnette Hassell is a recognized expert witness in the field of computer
Jforensics with more than thirty-five years’ experience in the computer and
software industries. She is president of Electronic Evidence Retrieval, LLC,
a computer forensics company headquartered in New Orleans, Louisiana
(wwuw.ElectronicEvidenceRetrieval.com). She is a national consultant
and expert witness in case evaluation, preparation, deposition, and les-
timony. She has served on the faculty of Tulane University’s School of
Engineering for more than twenty-five years.
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